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L TEPMMIELBI U COKPAILLIEH A
[lepconanbhbie ganuble ([1[H) — mobas uuHpopmaLms, OTHOCAIAACA K IPAMO HIIH
KOCBEHHO K (pr3ruecKoMy JIHILY (CyOBEKTY epPCOHAIBHBIX TaHHbIX).

OnepaTop rocylapCTBEHHBIH OpraH, MYHHLMIAIBHBIA OpraH, IOPHIMYECKOe HIIH
(u3HUecKoe JTUII0, CAMOCTOSITEIIBHO WIIH COBMECTHO C IPYTMMHU JIMLAMU OPraHU3yIoIUe U (MIIn)
ocyulecTBsomue 00paboTKy MNEPCOHANBHBIX [AHHBIX, a TaKKe OINpeesIOure Le/u
00pabOTKH MEPCOHAIBHBIX JAHHBIX, COCTAB MEPCOHANBHBIX JAHHBIX, MMOUIEKAIINX 00pabdoTKe,
JecTBUS (OIepalii), COBEpLIaeMbIe C IEPCOHATIBLHBIMH JJAHHBIMH.

OOpaboTka TEepCOHAIbHBIX JAHHBIX JII00OE JeicTBHE (Onepanus) WM COBOKYIHOCTD
JelicTBUl (omeparmii), COBEpIIacMbiX C HMCIIOJNb30BAaHUEM CPEJACTB aBTOMAaTH3alMKu WM 0Oe3
HCIIOJIb30BAHUST TaKKMX CPEJACTB C TEPCOHAIBHBIMM JIaHHBIMHU, BK/IIOuUass cOOp, 3aIuch,
CHCTEMATH3AIlHIO, HAKOIIJICHHE, XpaHeHHe, YTouHeHHe (0OHOBJICHHE, H3MCHEHHE), U3BIICUYCHHE,
UCIIOJIBL30BaHUE, Iepejady (pacnpocTpaHeHue, IpelocTaBlieHue, J0CTyM), o0e3InuuBaHue,
OJIOKMpOBaHKE, yIAJICeHHE, YHUUTOKEHUE [TePCOHATIBHBIX JIAHHBIX.

ABTOMATH3UpPOBaHHAs 00padOTKa NEPCOHAIbHBIX IAHHBIX 00paboTKa MEepPCOHAIbHBIX
JTAHHBIX C MOMOLILIO CPEJICTB BHIUUCIUTEIBHON TEXHUKH.

PaCHpOCTpaHeHI/Ie HNEPCOHAIBLHBIX JIaHHBIX JICUCTBUS, HarnpaBJICHHBIE Ha PACKPbLITHC
TMEPCOHAIBHBIX JaHHBIX HECOTIPEACICHHOMY KPYTY JIMIL.

HpeﬂOCTaBHeHHe HNEPCOHAIBHBIX JdHHBIX — JICHUCTBUS, HalpaBJICHHBIC Ha PACKPLITHC
[IEPCOHAJIBHBIX JaHHBIX ONPEACIICHHOMY JTUIY HJIM ONPEICIICHHOMY KPYTy JIMIL.

biiokupoBaHue NEPCOHAIBHLIX JAHHBIX  BPEMEHHOE IIpekpalieHue o0padoTku
MEPCOHAJIbHBIX JIAaHHBIX (32 HMCKJIIOUEHHWEM CilydaeB, eciu obOpaboTka HeoOXoauma JUIst
YTOYHEHHS IePCOHATIBHBIX JTAHHBIX ).

VHUYTOKEHHE [1ePCOHAIBHBIX JIAHHBIX JCHCTBUS, B pe3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOKHBIM BOCCTAHOBHTH COJIEPIKAHUE NIEPCOHANIBHBIX JaHHbBIX B HHPOPMAIIMOHHON cUcTEME
[EPCOHAIBHBIX JAHHBIX U (HJIH) B Pe3yJIbTaTe KOTOPBIX YHUUTOKAIOTCS MaTepUalbHbIe HOCHTEIIHU
MEePCOHATBHBIX JTaHHBIX.

O6e3MunBaHNe MEePCOHATIBHBIX JIaHHbIX AEHCTBUS, B PE3yIbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOYKHbLIM 0€3 HCITOJIb30BaHMs JIOTIOTHUTEIBHON HHPOPMALIMH OIIPEIEIUTh
MIPUHAIEIKHOCTD TIEPCOHATBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY NEPCOHAIBHBIX JTaHHbIX.

Wupopmannonnas cucrema nepcoHanbHbix gaHHbIX (MCIIJIH) — coBOKymHOCTH
cojepkammxcs B 0azax JaHHBIX MEPCOHANIBHBIX JaHHBIX M 00ecleYMBAIONIMX UX 00paboTKy
UH(OPMALIMOHHBIX TEXHOJIOIHH U TeXHUYECKUX CPEJICTB.

Tpancrpanuunasi nepepavya NepcoOHAIbHBIX JAHHBIX — Iepefada MepCOHAIbHbIX
JIAHHBIX HA TEPPUTOPUIO HMHOCTPAHHOIO TOCYIapCTBAa OpraHy BIJIACTH MHOCTPAHHOI'O
rocy/1apcTBa, HHOCTPAHHOMY (PH3MYECKOMY MILY WJIH MHOCTPAHHOMY IOPUAMUECKOMY MILY.

2. OBIIME TTOJIOXXEHUMS

2.1. HaCTOﬂU_II/Iﬁ Pernmamenr OLIPpEALTSCT  HOPSIIOK  OIIPCAC/ICHHsT YPOBHs 3alllHIIECHHOCTH
NEPCOHAIBHBIX JIAHHBIX, O0padatbiBaeMbix B HH()OPMALMOHHBIX CHCTEMAX I[ePCOHAIBHBIX
JaHHbIX B DejepanbHOM  rocyNapCTBEHHOM — OIO/DKETHOM — HAyYHO-HMCCIIEI0BATEIBCKOM
yupexaeHuu «l'ocy1apcTBeHHbIH HHCTUTYT UCKYCCTBO3HAHUS (anee Oneparop)



2.2, Omnpeuenenue yposssi sauimuiengoctn [TJln, oOpabareiBaembix B MCII/IH,
Wucruryre Boznaraercs na Komuccuro no npueaenuto Oneparopa B COOTBETCTBHE C
TPeOOBAHUSAMU 3aKOHOAATENLCTEA B o0nacTi [T/1H.

o

METOJIHUKA OINPEJAEJHWA YPOBHS SALIUMIIEHHOCTHA TTJ1H,
OBPABATBIBAEMBIX B MTHOOPMAILIMOHHBIX CUCTEMAX

ITEPCOHAJIBHBIX IAHHBIX (UCIT/In)

|8}

.1. Onpenenenue yposus 3amunieHHoctd UCIJIH BKitouaeT B cedst clieayIolue dTarbl:
-aHaJIu3 UCXOJHBIX JaHHBIX 00 MCIT)1H;
-OLIEHKA CTEMEHU BO3MOXHBIX IHOcHeaAcTBUH st cyObekta I[IJI[H R cinydae wHapyuieHus
xapakTepucTuk 6e3onacHocty 111 u onpenesnenue Tuna yrpos, akryaabHbix s UCTT)Tx;
-npucBoeHue ypoHsi 3atuieHHocTy [1/IH, oOpabarsiaembix B UCIT/IH;
- JOKYMEHTaJIbHOE 0(OPMIICHHE PE3YJIbTATOB
3.2. AHanu3 ucxoaubix JanHeix 00 UCIIIn
Ananmu3 ucxonuslX JgaHHbiXx 00 WCIIJIH npoBoautTcss Ha ocHOBaHuM Mojenu yrpo3 u
Hapymurens 6e3onacnoctr uadopmarmu UCIn u Tepeuns MUCII/IH, B KOTOPOM COJIEPIKUTCS
uHpopmaius 00 ocHOBHBIX XapakTepuctikax MCITJIx:

- cocTaB obpabaTbiBaemMbIx [1/1H;

- 00beM oOpabarsiBaembIx 11J{H;

- Xapaktepuctuku 6e3omacuocTu I/Im;

- crpykrypa UCITIH; -

- HAJTMYMe TOIKIIOUEHHS K CETSIM MEXIyHAPOIHOI0 0OMeHa;

- pexxum obpadoTku [1/1H;

- pasrpaHuyeHue npas A0CTyNa;

- mectoHaxoskenne UCTT1u;

-padoTHUKH, umeroue goctyi K [1/1H.
3.2.1. Ha ocHOBaHMH YyKa3aHHBIX CBEJCHHH W B COOTBETCTBMHM ¢ llocTaHoBjieHnem
[TpaButensetBa PO ot 1 mHosGpst 2012 r. Nel119 «O6 ytBepxkaenun TpeGOBaHMI K 3aimuTre
[EPCOHAIBHBIX JaHHBIX NpU UX 00paboTke B MHGOPMALMOHHBIX CHCTEMAX [EPCOHAIBHBIX
JIAHHBIX» OYJET oIlpeiesleH ypoBeHb 3alUINEHHOCTH MePCOHAIBHBIX JAHHBIX, 00pabaThIBAEMBIX
B UCII/IH.

3.3. OueHka cTeneHH BO3MOXKHBIX MOCHEACTBUM s cyObekta [IJ[H B cilyyae HapylieHus
XapakTepucTHK Oe3onacHoctu [1/1n u onpenenenue tumna yrpo3, akryainsabix ais UCTT/Ta.

3.3.1. BTopoii sTan nmpou3BOAUTCS OliepaTOpPOM BO MCIOJIHEHHE TMyHKTa 5 yact 1 crarbu 18.1
@enepanbuoro 3akona «O mepcoHalibHbIX JaHHBIX». Ha jgaHHOM sTamne ompejensercs CTENeHb
BO3MOYKHBIX TIOCJIENCTBUM A cyOnhexTa [1J[H mpm HapylieHUH XapakTepucTHK 0€301MacHOCTH
[1/T1 (peanuszaunm yrpos) npu aBromMarusuposanuoit oopadotke I1J[n 8 UCIT){H.

3.3.2. Tak Xe Ha JIAaHHOM 3Tafe ONPEIENIAIOTCs BepOalbHBIE MOKA3ATENN OMAaCHOCTH yrpo3 B
UCTIH. Yrpo3sl HMEIOT TpH 3HAUYEHHUS

-HU3Kas ONMACHOCThL peaju3alusi yrpo3bl MOXET MPUBECTH K HE3HAYMTEIbHBIM HEraTHBHBIM
nocseAcTBUsIM it cyonexton [1)1H;

-CpE/iHsAsi OMACHOCTh peaiM3allust YIPO3bl MOXET [PUBECTH K HETATHBHBIM I1OCIEICTBUAM IS
cyobekroB [1/1H;

~BbICOKAsi OIIACHOCTh peajiM3anus yrpo3bl MOKET TPHUBECTH K 3HAYUTEJIbHBIM HEraTHBHBIM
nocaeACTBUSIM y1si cyObekTon [1)]H.



3.3.3. Crenenb BO3MOXHBIX [ocsieactBuil nist cyOwvexkra [IJIH mpoBoauMTCs HA OCHOBAHHM
skcrepTHOR oueHku Komuceeun B cootserctBun ¢ qokymeHtom llpukaz @CTOK Poceun ot
18.02.2013 N 21 (pem. o1 14.05.2020) "O0 yrBepkaenun CoctaBa H  COJEpIKAHUS
OPraHU3alMOHHBIX ¥ TEXHUUYECKUX Mep 10 obecredeHuto 6e30MacHOCTH MePCOHATBHBIX JIAHHBIX

npu ux 00paboTke B UHOOPMALIMOHHBIX CUCTEMAaX NEPCOHAIBHBIX JaHHBIX" (3aperucTpupoBano
B Muntocte Poccuu 14.05.2013 N 28375).

3.3.4. B kayecTBe nanHbIX g aHasin3a KoMuccuen paccMaTpuBaloTCs CIEYIOIIHE JJOKYMEHTBI:

- TIepevYeHb JOKHOCTEH U TPeThUX JHLl, UMeronmx goctyn K [1]1H;

- nepeyenb [1]1H;

- nepevenb UCII1/In:

- rexundeckuit nacriopt UCIT/IH.

- IepeUYEHb IPUMEHSEMbIX CPE/ICTB 3aIUTHI HH(POPMALIHH.

3.3.5. AHajIu3 CTENEeHU BO3MOXKHBIX MociaeacTBuil Jist cyobekrta [1J{H mpoBoauTes uis Kax 101
U3 XapaKTepUCTUK Oe30MmacHoCTH HH(POpPMALIMHU B OTACIBHOCTH:

-HapyueHue KoHuaeHuuanpbHoctu [I/lH (KomupoBaHue, HENPaBOMEPHOE PACIIPOCTpPaHEHHE) -
HEKOHTpoJmpyeMmoe pacrnpocrpadenue [[JIH wnau nonydenune pocryna k [1/{n Ge3 cornacus

cyowvexra I[JIH uMaM HamIM4Ma WHOIO 3aKOHHOIO OCHOBAHUS JIMLAMH, HE JOMYIIEHHBIMH K
obpabotke [1/1H;

-HapyumieHue uenoctHoetd IIJ[H  (yHHUYTOXKEHHE, W3MEHEHHE) - MpeJHaMEPEeHHOe WU
HenpeaHamepeHHoe n3menenue [1/1x;

-Hapywenue gocrynnoctu [1/ln (6nokupoBanne) BpeMmeHHass HEBO3MOKHOCTH OCYIECTBIISTH
C60p, CHCTCMATHU3AlIMIO, HAKOIIJICHHE, UCIOJIL30BAHHE, PpaclHpoCTpaHCHUE WKW 1epeaavdy

[Tpu Hapylennn xapaktepucTuk Gezonactoctu T1JTH:

-nociaeacTsus aas cyobekra I)IH HezameTHBl THGO MaIOOLLY TUMBL;
OTCYTCTBYET U3MEPUMbIH (PUHAHCOBBIN, penyfauﬁonumﬁ, MOpaibHbIH
yuep6 juis cyobekra [1/1H; o

- penyTauus cyobexTa I1)1u, ero MaTepuaibHOe GAaronoyume, Knu3Hb 1 ‘
3/10POBbE HE 3aTPOHYTHI; : i

OCHOBHbIE HHTepechl v npasa cyObekTa [1/H, 3akperuieHHbIe Hesnauurenbhbie
Koneruryuueit PO, He 3aTpOHYThI. HEeratusHble Huskas
MOCeACTBUSI

INEPCOHAJIBHBIX JTAHHbIX.

OnacHoOCTb

3.3.6. IlockonpKy nokasaTesb OIMAaCHOCTH YI'PO3bl SIBJIIETCSE BEpOAIbHBIM, TO HEOOX0IMMO BBECTH
YETKHME KPUTEPUM JUisi ONPEJEICHUS CTCHeHH [OCHeACTBUN st cyOwekta [1J{n wu
COOTBETCTBECHHO MOKa3aresis oOnacHocTy yrposbl. B Tabmuue Ne 1 npuBeneHbl Ga3oBble
KPUTEPUU, KOTOPHIE MOIYT ObITh MCHOJB30BaHbl /Ul MPOBEICHHUS ONpejeeHns YpOoBHEid
sawuieHHoctd K, npu ux o6paborke 8 UCIT/In. B otnensubix ciydasx Komuccneil Moxer
OBITh IIPUHATO PELIEHUE O BLIOOPE MHBIX KPUTEPHEB.

3.3.7. Tlocne BpIOOpa KpHTEPHEB OLEHKH TOCHEACTBUM ais cyowekra I1Jln Kommccus
OMNpEJIENACT IIOKA3ATEM ONACHOCTHA HApYIICHUS KOH(UIAECHIUATBHOCTH, UEIOCTHOCTH WU
JIOCTYTIHOCTH.

3.3.8. Micxons u3 onpe/iesieHHbIX oKasareseif onacHocTu yrpo3 Komuccueli ycranapnuparoTes



ﬂpv] ﬁéhymeﬁun Xapax’repucmk’éemnac;l(ic;xrﬁ_l'iﬂri:

- NMOCJICACTBUA )14 Cy6’beKTa HHH [OPHUBOAAT K U3MCDHMBIM, HO MaJIbIM 110

00beMY MM 3HAYCHHIO (PUHAHCOBBIM H/HJIH MOPE/ibHLIM K/ ik HeraTtupHbie

peryTauHOHHbBIM MOTEePsM; MOCJIEACTBUS ;

-KW3Hb 1 310poBbe cyObekTa [1/IH He 3aTpoHyThI; OCHOBHbIE HHTEPECH! U  Cpennsis
npasa cyObexra [1/[H, 3akpeniennsie Koncturyuneit PO, He 3aTpoHyTbI. | OMAacHOCTh
[Tpu Hapyiienuu xapakrepuctuk 6esonactoctu [1)/[H: ;
-rnocaeacTBus Ui cyobekra [1/[H npuBOAST K OLLYTUMBIM (PMHAHCOBBIM, ?
MOpaibHbIM, PEMYyTALMOHHBIM MOTEPSIM, BIJIOTL A0 NOTEPU CPEIACTB K e TS
CYLLECTBOBAHWIO; BO3MOXKHO BJIMSHME Ha COCTOSIHHE 3/10POBbE WIIW I— Bhicokas
YIrpo3bl 151 Ku3HK cyObekTa [1]1H. HOCHEACTBHS | omacHocTS

e N T N—— - s SNCTNE E—— - —

UTOrOBbIE ~ MaKCHUMallbHbIC 3HAYEHMs  [oKa3zaresiell  OMACHOCTH  yrpo3 Uil KaxJ1oH
XapaKTEPUCTUKUA OE30MaCHOCTH.

Tabmmua 1. Kpurepun onenku mnocienctBuil i cyowsexta [IJlH u cooTBeTcTBYyMOIIME WM
MOKa3aTey ONacHOCTH YIpo3. '

Ha ocHOBaHMM MOJIy4€HHBIX UTOTOBBIX MAKCUMAJIbHBIX 3HAYEHUH MTOKa3aTesel ONacHOCTH yYIpo3
onpezenseTcs: T yrpo3, aktyaibHbix a1 MCIn:

- Bbicokast onacHOCTb - YTpo3bl 1 -ro Tura akTyalbHbl /Uit HHPOPMAIMOHHON CUCTEMBbI, €Clu
JUIL HEe B TOM YHUCIE aKTyallbHbl YIpO3bl, CBSI3aHHBIE C HAJIMYUEM HEJIOKYMEHTHPOBAHHBIX
BO3MOKHOCTEH B CHUCTEMHOM -  IIPOrPaMMHOM o0ecrnieueHnH, UCII0JIb3YEeMOM B
UHPOPMALHOHHON CHCTEME _

- CpeiHss OacHOCTE - YTpo3bl 2-r0 THIA AKTYQJIBHBI Ui HHPOPMAIIHOHHOM CHCTEMBI, €CITH JUIs
Hee B TOM YHCIE aKTYallbHBl YI'PO3bl, CBSI3aHHBIE C HAJIMYUEM HEIOKYMEHTHPOBAHHBIX
BO3MOYXKHOCTEH B PUKIIALHOM POrPAMMHOM 00ECIIEYEHUH, HCTIOJB3YEMOM B MH(OPMAIHOHHOI
cucTeme

- Huskas onacHOCTB - Yrpo3s! 3-ro TMNa akTyalibHbI A1 HHGOPMALMOHHON CHCTEMBI, €CIIU JITs
Hee aKTyaJbHbI YIPO3bl, HE CBS3AHHBIC ¢ HAJIMYHEM HEAOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH B
CHCTEMHOM M MPHKIIQJHOM HPOrpaMMHOM OOECIEUYEeHHH, MUCIOJIB3YeMOM B HH(MOPMAIHOHHOM
cHCTeME

- Pesynbratel pabotsr Komuccuu mo oleHKe CTENEHM BO3MOKHBIX MOCIEJACTBUI Ui cyObekTa
[TJln opopmusitoress B Buje llpotokona 3acenanus Komuccuu 1o OnpeaenieHHIO mokazaTels
yrpo3 Oe3onacnoctu [1JIn npu ux odpadorke B UCII/IH, npusenennoro B llpunoxenun Nel k
HacTosuemy Periiamenty.

3.4. IlpucBoenue ypoBHs 3atuniuessocty [1/1x, o6padarbiBaembix B UCII/IH, 1 1OKyMEHTATIbHOE
oopmiieHne pe3yabTaToB

3.4.1. VYposens zaumimennoctu [1]ia, oOpabarbiBaembix B MCII/IH, onpenensieTess UCX0as U3
Thna yrpos, akryaiabHoro aisg UCIHx, coctaBa u o6bema oobpabateiBaembix 11)1H.

3.4.2. HeoOxomumocTh obecneyenust 1-ro ypoBHs 3amuineHsocta [/l mpu ux obpaborke B
MH()OPMAIMOHHON CHCTEME yCTAHABJIMBACTCS MPH HAJIUYUK XOTS OBl OJHOTO M3 CJIEIYIOIUX
YCJIOBHUIA: ’

-/l UHPOPMALIMOHHOM CHCTEMBI aKTyalbHbl YIPO3bl 1-ro THna, u uHGOPMAIMOHHAS CHCTEMA
obpabatpiBaeT OO crenuanbabie kareropun I1/lH, nmbo OGuoMeTpuyeckue MepcoOHAbHbIE
nannble. 1160 uHble Kareropuu I1)1n: '

-1 AHGOPMAIIMOHHOM CUCTEMbI aKTyallbHBl YI'PO3bl 2-r0 THIMA, U MH(YOPMAIMOHHAS CHCTEMA
oOpabareiBaeT crnenuainbuble kateropun I1/In Gomee yem 100000 cyOowexkrtoB IIJIH., He
SIBJISIIOIIMXCSL paOOTHUKAMU OllepaTopa.



3.4.3. HeobxomumocTh obecrietctius -0 yporHs 3amuuieHnoctd [1/ln npu ux obpabotke B
UHPOPMALMOHHON CHCTEME yCTAHUB/BACTCS P HAIMYMM XOTSI OBl OHOTO M3 CIIEIYIOLIMX
YCJIOBHIA: il

-JUIsl UHPOPMAITMOHHOH CHCTEMBI aKTyalbHbl yrpo3bl 1-ro THna, u uHGOpMaIMOHHAsS cucTeMa
oOpabareiBaet obuenocrynubie [1/10;

Ut MHPOPMALIMOHHOM CHCTEMBI aKTyaldbHbl Yyrpo3bl 2-r0 THIA, U UHGOPMALMOHHAS CHCTEMa
oOpabatbiBaeT crienpaibHbie kateropuu [1/IH paboTHHKOB onepaTopa wim crieliialbHbIE
KaTeropuu MepCcoHaNbHBIX JaHHbIX MeHee yem 100000 cyOobextoB IIJIH, He sBistoLIMXCH
pabOTHUKAMU OnepaTopa;

-1l UH(OPMAIIMOHHON CUCTEMBI aKTyallbHbI YIPO3bl 2-T0 THNA, U WH(GOPMAIMOHHAS CUCTEMa
obpabateiBacT Ouomerpuyeckue [1/11;

-1 “H(POPMAIMOHHON CHCTEMBI aKTyaabHbl YIPO3bl 2-r0 THIA, U MH(GOpPMAIIMOHHAs cHcTeMa

obpabareiBaer obmenoctynubie [1/In 6osee yem 100000 cyObektoB I1/IH, He sBisromMXCs
paboTHHKaMU orepaTopa;

-JUIsE KHPOPMALIMOHHOM CUCTEMbl aKTYyallbHbl YIpo3bl 2-T0 TUNA, U HH(YOPMALMOHHAS CUCTEMA
oOpabarbsiBaet uubie kareropuu 11J{u Gonee ywem 100000 cyOwextoB [1JIH, HE sBistOmIMAXCS
paboTHHKAaMK orepaTopa;

-JU1sE HHPOPMALMOHHOM CHCTEMbI AKTYallbHBl YI'PO3bl 3-10 THNA, U MH(OPMALMOHHAS cHCTeMa
oOpabatpiBaeT crneuuaibhbie kareropuu [1/n Gomee yem 100000 cyOwexroB [1JIn, He
ABJISIOLIMXCS PabOTHUKAMH ONepaTopa.

3.4.4. HeobxoaumocTh 06ecneqelm>1 3-ro yposHst 3auuiesHoctd [IJ[a npu nx obpadortke B
MH(OPMAIHOHHON CHCTEME YCTAHARIMBASTCS TIPM HAIMYMK XOTS OBl OJHOTO H3 CIEIYIONINX
yCII0BHii:

- IS nH(bopMameHHon cuuemm am)dr{bﬂbl yrpo3b1 2-ro Tuna, ¥ uHPoOpMaIMOHHAs CUCTEMa
o6pabarsiBaet obuenocTymHbie 1T)Jli paboTHinkos oneparopa win obmenocrymasie I1J{H menee
uem 100000 cyGnexrtos T1/{u, He sBistromuxcst pabOTHUKAME OIIEpPaToOpa;

-1 MHGOPMAIIMOHHOM CHCTEMBI aKTyalbHbl YIPo3bl 2-ro THHA, U MH(pOpMaLMOHHAS cHcTEMa
oOpabaTbiBaeT uHble Kateropuu [1/{n paGoTHUKOB omneparopa uin uHble kareropuu [1J{n menee
gem 100000 cyOonexroB [T/, He sBastoumxcs paboOTHUKaMH oriepaTopa;

-1t “HGOPMAIIMOHHOM CHCTEMBI AKTYanbHBI YIpo3bl 3-ro Tuma, ¥ uH(GopMalHoHHas cucTemMa
oOpabateiBaeT creuuaibHble kareropuu [[J[H paboTHUKOB omeparopa WM CHEUHUATIBHBIC
kareropuu [[/Ian menee yem 100000 cyOwexToB I1/IH, He sBisrommxcs pabOTHUKAMH OTlepaTopa;
- Ju1st UHPOPMALIMOHHOM CHCTEMBl AKTYaJbHBl YIPO3bl 3-r0 THIA, ¥ MHOPMALMOHHAS CHCTEMA
oOpaOareiBaeT OMomerpuueckue I1/1n:

-1t MHPOPMALHOHHOH CHCTEMBI 4KTYAlNbHBl YIPO3BI 3-TO THIA, U MHPOPMALHOHHAS CHCTEMa
oOpabatbiBaeT uHble kateropuun [1Jin Gonee uwem 100000 cyOwexroB IT]IH, He SBISIOIIMXCS
paboTHHKAMHU orlepaTopa.

3.4.5. HeodxonumocTs obecrnieverina 4-ro ypoBHs sawuuienHoctd /{0 npu ux o6paboTke B

I/IH(l)OpV[aLlI/IOHHOH CHCFCMC yle}ldBﬂl’IBdL"lLﬂ iIpyH HaJIM4Yuu XOTs Obl OJHOIO W3 CJICAYIOLIUX
YCJIOBUH:

-1t MH(GOPMAMOHHON CHCTEMbI aKTyalbHbL YTPO3bi 3-ro THHA, U MHpOPMALMOHHAS CHCTEMA
obpabareiBaeT obuienocryitibie [1)1H;

-]l MH(OPMAIIMOHHON CHUCTeMBI aKTyaslbHbl Yrpo3bl 3-ro THNa, U MH(GOPMAIIMOHHAS CHCTEMa
oOpabaTbiBaecT uHple KaTeropuu I'JIH paGoTHUKOB oneparTopa win uHble Kateropuu [1/ln menee
gem 100000 cyowextoB I1]/11, He sBIstFOLIMXCs pabOTHUKAME OTIEPATOPA.



3.4.6. Pesynprarel onpejcienust ypopas sammineHsoctd I[Iw s xaxmor  MCIT)IH
oQOpMIISIFOTCSE  JIOKYMEHTOM ~ «AKT = OnpeaesieHusi  ypoBHs  3ammmieHHoctd  [1/]H,
obpabatbiBaembix MCII[a». Dopma Axta npuseneHa B Ilpuiioxkenun No2 k Hacrosiuemy
PernameHnty.

4 ITEPECMOTP YPOBH 3AIAIITEHHOCTHA TTIH, ObPABATBIBAEMBIX WUCII/1H
4.1. Yposens 3amuiieasoctu [1J[H, oOpabateiaembix B UCII/IH, MoxkeT ObITH EpecMOTpEH:

-1o pemeHHo KoMuccnu Ha OCHOBaHMK MPOBEICHHOIO aHAJIN3a M OLIEHKU Yrpo3 0€30MacHOCTH
[1)11 ¢ yueToM 0COOCHHOCTEI U/MilM W3MEHEHUH KOHKPETHOM HHPOPMALIMOHHON CHCTEMBI;

-0 pe3yJibTaTaM BHYTPEHHUX M BHEIIHUX MEPOIPUSTUH 110 KOHTPOJIIO 3@ BbIIOJHEHHEM
TpeboBanuii 110 odecnevyenuro dezonacHoctu [1) 1 npu ux odbpadorke B UCII/IH.

4.2. Usmenenus ocodernnocteit MCI1/1H. cieicTBUEM KOTOPBIX MOKET CTaTh MIEPECMOTP YPOBHS
saluueHHocT oopadbaTeiBaeMbix B Heit [1/1H, Brioyator:

-uzmeHenue kareropuu [1/1x, o6padartviBaembix B UCITJIH; - u3amenenus uenei odpadborku I1/1n,
CJIEJICTBHEM KOTOPBIX MOJKET CTaTh M3MEHEIHe CTEIIeHN BO3MOXKHBIX MOCIEACTBUM JUIsl cyObeKTa
[1/11 npu HapyuieHun Xapakrepuctuk 6ezonacnoctu [1J[H.

4.3. Komuccus Bener I[lnan mo nepecmorpy ypoBHs 3aummiieHHoctd [1/1a, oOpabdaTeiBaeMbIX B
WCII/In, xotopeiit npexacrasied B [lpuinoxenun Ne3 k nacrosimiemy Permamenty. Pesynbrars
paboTbl KomMHCCHM 110 ONpEJesieHHIO HOBOTO YPOBHS 3AIMIIEHHOCTH O(QOPMISETCS B BHIE
IIporokoiia 3acenanus KOMHMCCHU [10 Ofpe/IeNICHHIO ToKasaTenst yrpo3 6e3onacoct 11/{H npw
ux o6paborke B UCI1/ln u AkTa onpenieieHns yposHs 3amuiiensoctu [IJIH, oGpadaTsiBacMbix
B UCIT/IH.

4.4. IlepecMOTp 110JI0)KEHUIl HACTOSILErO JOKYMEHTAa M BHECEHME M3MEHEHUH MPOU3BOAATCS B
cllydasix U3MeHeHul 3akononatensersa Poccuiickoit Menepanuu B 061actu 6ezonacHoctu [,



[TPHUJIOXXEHUE Ne |

Tunosas Gopma

[TPOTOKOJI Ne_______
3ACEJIAHUS KOMMCCHH ITO ITPUBEJIEHUIO B COOTBETCTBUE

CDe,uepaanoro rocy1apCTBEHHOIO 6!0,’1)KCTHOFO HAY49HO-HCCJICAOBATCIILCKOTO YUPCIKIACHUS
«["ocytapcTBeHHbIN HHCTUTYT UCKYCCTBO3HAHUS»

C TPEBOBAHUAMU 3AKOHOJATEJIbCTBA B OBJIACTU BE3OITACHOCTU
[TEPCOHAJIBHBIX JIAHHBIX

2023 r.

r. MockBa

Llens 3acenanus Komuccuu: omnpeneseHue mnokasaressi ONACHOCTH Yrpo3 0e30MacHOCTH
IEPCOHANIBHBIX JIaHHBIX HpU uX o0paborke B MHOOPMANHOHHOW CHCTEME MEePCOHAIBHBIX
JIaHHBIX M, KaK CJIEJICTBUE, ONPEJIE/IEHHE THIIA YTPO3, aKTYaIbHbIX B MHPOPMAIIMOHHOM cucTeMe
MEePCOHATBHBIX JTaHHBIX

Komucceus 1o npuBeIeHUIO B COOTBETCTBHE ¢ TPEOOBAHUAMHU 3aKOHOIATE/ILCTBA
Poccuiickoit @eaepannu B 00JaCTH MepCOHAIBHBIX JJAHHBIX:
CocraB komuccum:

IToBecTka 3aceaHus:

OnpenenuTh CTENneHb BO3MOKHBIX MOCIEACTBUI Ut CyObeKTa MepCOHANBHBIX AaHHBIX
IPH  HApyLUICHHH XapakTepUCTHK OE30IacHOCTH JIaHHBIX (peaju3allid  yrpo3) mnpu
ABTOMATHU3UPOBAHHOH 00paboOTKE JaHHBIX B HMHOOPMALMOHHON CHCTEME TEepPCOHAIBHBIX
JaHHBIX, M KakK CJIEJACTBHE, ONPEIe/uTh BepOalbHbI IOKa3aTellb ONAacHOCTH yrpo3 B
MH(OPMAIMOHHON cHCTEME NEePCOHATBHBIX JAHHbIX, KOTOPbI MOXKET HMETh TPU 3HAUCHHUS:
-HM3Kask ONACHOCTb - €C/M pealu3alus Yrpo3bl MOXeT IPHBECTH K HE3HAUYUTEILHBIM
HEraTUBHBIM ITOCJIECTBHUSIM JUIS CyOBEKTOB MEePCOHATBHBIX JAHHBIX;

-CpeJiHsisl  ONNaCHOCTL =~ €ClIr peamsanust  yrposnl MOXKET TMPHUBECTH K HEraTuBHLIM
IMOCJICACTBHUSAM J1JIsI Cy6"beKTOB MNCPCOHAITbHBIX JTAHHBIX
BbICOKasi ONACHOCTL - €CJIM peaiu3alus YIrpo3bl MOXKET HNPUBECTH K 3BHAYHUTCIIbHbBIM

HETraTHUBHBIM ITOCJICACTBHUAM JLJIsi Cy6-’beKTOB HEPCOHANIBHBIX JITaHHBIX.

Orierka crenenn BO3MOKHBIX TOCTeCTBII s cyObekTa I1/I# nponsBoauTes B
COOTBETCTBUH CO CJACAYIOMMMU JJOKYMEHTAMM:



[Tpuka3z ®CTOK Poceun ot 18.02.2013 N 21 (pex. ot 14.05.2020) "OG yrBepkiaenun Cocrasa u
COJCpKAHUsl OPraHU3ALMOHHBIX W TEXHUYECKMX Mep 10 oOecrneyeHHuIo 0e30MacHOCTH
NepPCOHAIBHBIX JAHHBIX Npu ux 00padoTke B MHMOPMALMOHHBIX CHCTEMAaX IEePCOHAIBHBIX
nanubIX" (3aperucrpupoBano B Mumtocte Poccuu 14.05.2013 N 28375)

B kauyecTBe UCXOHBIX JIAHHBIX paccMaTpuBarOTCA CICAYIOMHNUE TOKYMCHTLI:

-Ilepeyenb nepcoHaIbHBIX JAHHBIX;

-ITepeuerb HHGOPMAITHOHHBIX CUCTEM MEPCOHAIBHBIX JIAHHBIX:

-Texuunyeckuit macopt UCII/In.
[lepeuens II/In ucnonwelyercst s aHanuza uenei oOpadotku IIJIH M, cooTBercTBEHHO,
BO3MOKHBIX MocieAcTBUH st cyObekra 1IJ[H B ciayyae HapyleHMs LEJOCTHOCTH HIIH
nocrynaoctd I1/IH, noBiekumx 3a co00H HEBO3MOMKHOCTh JOCTHIKEHHS YKA3aHHBIX Lejel
ITepeuens u onucanust UCIT/lH HeoOXoauMBbl JUIst aHAIM3a cocTaBa U oObema o0padaTbiBaeMbIX
[IJln B xoukperno WCII/{n, anamuza nenedt oOpaborku [I/IH M, COOTBETCTBEHHO.
BO3MONoc/IeACTBUI i cyobekta [IJ[H B ciywae HapyumieHuss KOH(UICHIIMAIBLHOCTH,
HEJIOCTHOCTH WK JtocTynHocTy [1/]H.

AHaJIN3 CTENEHU BO3MOKHBIX HOCAEACTBUI 1 cyObekTa [1JIH npoBoauTes uist Kax 100t
M3 XapaKTepUCTUK O€3011acHOCTH HHPOPMALIMK B OT/I€JIbHOCTH:

-HapyuieHue KoHpuaeHuunanpuoctu IJIH (konmupoBaHue, HEMPaBOMEPHOE PACHpPOCTPAHEHUE) -
HEKOHTPOJIUPYEMOE . pacnpoéTpaueHMe [Ia unu ﬁonyqem{e noctyna x IIJln 6e3 cornacus
cyowpexta IIJIH wiaM HagMuMs WHOTO 3aKOHHOIO. OCHOBAHUS JIMIAMH, HE JOMYUICHHBIMH K
oopaborke [1]IH. HapymeHue Komlmneuuuanbﬂocm He BIMsSeT Ha (QYHKIHOHHPOBAHHE
npoueccoB 00padoTku [1/1H;

-HapylleHue  ueqoctHocTd  [IJIH - (YHUYTOKEHHE, H3MEHEHME) IpeJHAMEPEHHOE  HIIH
HernpeaHamepeHsoe wusmedHenue [1/n. Hapywenwe wnenoctnoctu II/I[H He Bauser Ha
BO3MOKHOCTH (DYHKIIHOHHpOBaHUsI 1poreccoB o0padorku [1JIH, HO MPUBOJAMUT K TOMY, YTO B
pamKax mpoiecca MOryT ObITh MPUHSITHI HEBEPHBIE PElICHHUsl B OTHOIIEHUH cyOnekta [1/1H.
CoOTBETCTBEHHO, JUISl ONpeAeNeH!s] CTeeH! BO3MOXKHBIX MOCHeACTBH i cyOnekTta [1/In npu
HapyleHuu 1nesnoctHocTd [IJIH HeoOXoauMo IpoaHaIU3UpPOBATh BO3MOXKHBIC MOCIEACTBUS B
KQK/IOM OT/JEJIbHOM IpPOLECCe M B OTHOLICHUM OIpelesieHHbIX 0a3 maHHbIX. Kpome Toro,
HapylUIeHHE [EJTOCTHOCTH MOKET MPUBOJIUTL B TOM YHCIIe K HApyIIeHUIo foctynHocty [1/1H;

-Hapyuenue pocrynuoctd [T/l (GnokupoBaHue) BpeMeHHass HEBO3MOXKHOCTH OCYLIECTBIISTEH
cOOp. CHCTEMATH3AIMIO, HAKOIUICHHE, WCIIOJb30BAHAE, PACIPOCTPAHEHHE I  Iepeady
MEpPCOHANBHBIX  JaHHbIX. Hapyumenne ~ goctynnoctu IIJ[H  BiMseT Ha  BO3MOMKHOCTb
GbyHKLHOHMPOBAHUS TpolieccoB 00padoTku T[J[H W, Kak ciejAcTBHE, HA JIOCTHXKEHHE Ieleit
oopabotku ITIn B pamkax stux nporeccoB. COOTBETCTBEHHO. JJIsl ONpPENEIEHUS CTENEHH
BO3MOMKHBIX ITocieAcTBul i cyobexTa [1/ln npu Hapyuenun nocrynuoctu /10 HeobGxoamumo
MPOAHAIN3NPOBATH BO3MOYKHBIC MOCACACTBHS B KAK/IOM OTJEIBHOM NPOLECCE H B OTHOMICHUH
OIpe/Ie/ICHHBIX 0a3 JIaHHBIX. :

[TpuHsITBIE peLIEHUS:

1. Komuccuedl npUHATHI CICAYIOUIHE KPUTCPUH ISl ONPEIE/ICHHs CTENEeHU TOCIe/ICTBHI

st cyobekra IIJIH 1 COOTBETCTBEHHO moOKaszaTeNst omacHocTH yrposbl (TaGumma |
CMOTPH BbIIUE);



o

JIst Kax[oW TPYIIibl MepCOHaibHBIX JaHHBIX, oOpabarbiBaeMbIX B MH(MOPMAIIMOHHON
CHUCTEME MEepPCOHATbHBLIX JIAHHBLIX, MCXOJAs M3 KpUTepueB, NpUHATHIX B Tabmuue 1.
YCTAHOBUTH CJICAYIOUHE [10KA3aTeIM OMACHOCTH HapYIICHUs KOH(UACHIHATbHOCTH
nepcoHaIbHBIX JIaHHbIX (Tabauna | emorpu BbILIe);

Jlns kaxporo mporecca oopadoTkn [1/1n, Bxoasmero B UCIT/IH, ncxons u3s kpurepues,
NPHHATBIX B M. 1, YCTAHOBWTH CIEYIOLIIHE II0Ka3aTelH OMNACHOCTH HapylIeHHs
nestoctaocty [1/1a (Tabmuia 1 cMoTpy Bbile);

Jlns xaxaoro mpouecca oOpadoTku I1)1H, Bxojsuero B MCIIJIH, ucxoas u3 KpuTepues,
NPUHATBIX B M. |, YCTAHOBUTL CIEJIYION[ME I0KA3aTely ONMACHOCTH HapyIIeHHs
nocrynHocty [1/In (Tabmmna 4): Tabnuna

5. Ucxoms U3 nokasaresiei ormacHOCTH Yrpo3, OMpe/IesIeHHBIX B MyHKTaX 2, 3 U 4 HACTOALIETrO
PernameHTa yCTaHOBUTBH CJICYIOIIME HAMBBICLIME 3HAUEHUs IOKa3aTesIeld OINAaCHOCTH YIrpo3
JUTSL KQKJ10M XapaKTepucTUKy O€30MMacHOCTH: .

-~ HApYILICHHE KOH(I)[/I,HCHLII/IaJIbHOCTI/I - OITaCHOCTHb:
- HApYUICHHE LCJIOCTHOCTH ~ OITACHOCTD,
- HApYHICHHUE TOCTYIMHOCTH - OITaCHOCTD.



ITPUJIOXKEHHUE Ne 2

AKT Ne onpezesieHnst ypoBHsl 3aiistueHHOCTH NIEPCOHANIbHBIX JaHHBIX, 00padaTbiBaeMbIX B
MH()OPMALMOHHOH CUCTEME HEPCOHAALIBIX JaHHbIX oT « » r.

Komuceceus o npuBeaeHHIO B COOTBETCTBHE ¢ TpeGoBaHUAMM 3aKoHoAaTe beTBa Poceuiickoit denepatinu
B 00s1acTh 0€30MacHOCTH NepcoHalibHbIX JTAHHBIX:
CocTaB KOMHCCHHU:

paccMoTpesia HCXO/AHbIC TaHHbIC nmbopmauuom{oﬁ CUCTEMBI IMTEPCOHAJIbHBIX JTAHHBIX

-Kareropus 00pabaTbIBaEMbIX MEPCOHATLHBIX AAHHBIX

- O6bem oOpabaTbiBaeMbIX MEPCOHATBLHBIX JIaHHbIX

- Tpebyemble XapakTepucTHKH 0€30MacHOCTH NMEePCOHaNbHbLIX AaHHbIX

- [Noakmouenue nHGOPMALIMOHHOM CUCTEMbI K CETSAM CBSI3M O0LLEro MOJb30BaHHUs W (MJIK)CETAM
MEK1lyHapOAHOTO HH(POPMALMOHHOTO 0OMeHa

-Pescum 00paboTkH nepeoHalbHbIX JaHHbIX
-MecToHax0XKAeHHE TEXHUYECKUX CPEACTB HHPOPMALMOHHON CUCTEMBI
(O6pabareiBatoTest oOesiueHHble U (HWIK) O0LLEAOCTYTIHbIE MePCOHAIbHbIE JaHHbIE).

CorsacHo ﬂpOTOKohy sacenannst Komuccun no onpejesieHUIo  roKasaresis yrpo3 0e30nacHoOCTH
MepCoHalbHBIX JaHHBIX MpH MX 00paboTke B MH(POPMALMOHHBIX CHCTEMAX MEPCOHAILHBIX JaHHbLIX B
DenepanibHOM FOCY/APCTBEHHOM  GHOJUKETHOM Hay4HO-HCCIIE10BATELCKOM YUpPEKACHUH
«['0cy1apeTBEHHBIH  MHCTUTYT MCKYCCTBO3HAHMS» 1 MH(DOPMALIMOHHOW CHCTEMbI  MEPCOHAbHbIX
JIAHHbIX aKTyalbHbl YTPO3bl:

B coorBerctBun ¢ PernameHToM onpeieneHuss YpOBHS 3alUMLIEHHOCTH MEPCOHABbHBIX JIAHHbIX,
oOpabarbiBaeMblX B MH(OPMALMOHHBIX. CUCTEMAX MEPCOHabHbIX AaHHbIX, [lpoTokonom 3acenanus
Komucenn no onpeiesieHuto mokasatesis yrpos 6e301acHOCTH NepCoHaibHbIX AaHHbIX NMPU UX 00paboTke
B MH(OPMALMOHHBIX CHCTEMaxX MepcoHaibHbIX AaHHbIX, [locraHoBaenuem llpasutenscrtea PO or |
HosaOpst 2012 1. Nell119 «OG ytBepiaeHun TpeOOBaHMU K 3alMTE MEPCOHANbHbIX JaHHBIX TPH HX
0o6paboTke B MH(DOPMALMOHHBIX CHCTEMax MEPCOHAIbHBIX [JaHHBIX», a TaKKe B pe3y/ibTare aHanusa
MCXO/IHBIX JIAHHBIX U [POBEJEHHOrO aHaau3a U OLEHKM Yrpo3 0e30MacHOCTU MEPCOHAJbHBIX JaHHBIX ¢
yUeTOM 0COOEHHOCTEH JaHHON MH(DOPMALMOHHON CUCTEMBI,

PELLWJIA: 1. Yeranosutb nepecoHanblibiM AaHHbIM, 00padarbiBaeMblM B HHPOPMALMOHHOW cUCTeMe
MEepPCOHANbHbBIX JAHHbIX « -l ypOBEHb 3alUMLIEHHOCTH




